
Use insights from the discovery of 
authorization data to understand the chain 
of privileges so you can determine if access 
meets corporate security standards. 

Conduct regular reviews to track access and 
effective permissions (create, read, write, 
delete, etc) to any app, cloud resource or data 
system - Snowflake tables/columns, 
SharePoint libraries, SQL databases, and more.

Access Review Workflows 
Streamline enterprise access certifications to drive 
multi-cloud data governance 
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Why choose Veza to manage access certifications?

Automate the outcome of a review by 
integrating with enterprise apps (ServiceNow, 
JIRA) . For example, remove access for inactive 
users by creating a service desk issue in 
ServiceNow on "reject" events.

Track access diffs between each review and 
prove compliance controls are in place for 
auditors.

Enterprise data 
access explained 
through authorization 

Visualize and manage user and 
cloud resource entitlements in 
a centralized SaaS control 
plane, to understand who can 
take action on which app, 
cloud resource, or data system

Context-aware 
entitlement reviews 

Track how permissions are 
obtained through the 
Authorization Graph before 
approving or denying 
certifications; prioritize 
reviews based on changes 
since previous reviews 

Built for enterprise, 
delivered as SaaS 
Empower operators, auditors, 
compliance officers and GRC 
teams with a centralized, 
shared interface for 
streamlining the creation of 
audit reports for certification, 
recertification, and 
risk/compliance needs

Veza enables data owners and governance, risk, and compliance (GRC) teams to ensure that any human or 
non-human account does not retain excessive access or permissions to data and other enterprise resources. With 
Veza’s Access Reviews Workflows, you can:

The coordination of access and entitlement reviews 
between teams is complex and error-prone, especially 
when there is a lack of context into roles, policies and 
permissions across all your data systems and cloud 
services. 

Through business language that clearly identifies who 
can take what action on what data, Veza simplifies 
user access and entitlement review processes via a 
intuitive interface that enables auditors, security 
teams, and data teams to approve, reject and certify 
access to enterprise apps and cloud data resources.



Key benefits

Save time spent on manual access reviews

Say goodbye to error-prone, manual data 
collection by aggregating authorization detail 
from multiple silos into a single control plane.

Track historical entitlements 

Set in motion a data access governance 
program that runs beyond a point-in-time view 
into entitlements, helping to stay compliance 
with common regulation standards (HIPAA, 
SOC2, and more).

Tie access reviews with enterprise integrations

Enterprises rely on tools like ServiceNow and 
Microsoft Teams for productivity. By integrating 
access reviews natively with tools like ServiceNow, 
Veza reduces operational burden. 

Customize entitlement reviews for apps, for 
data, and enterprise resources

Create access (identity-oriented) or entitlement 
(resource-oriented) reviews using a rich query 
engine that provides visibility into resources 
across your entire enterprise stack. Manage 
access governance for Snowflake, GitHub, 
Sharepoint, and much  more. 

Access Review Workflows
How it works 

Administrators define the scope of access 
workflows and assign them to the appropriate 
manager or data owner for review.

Veza’s query engine allows administrators to scope 
the review as appropriate based on the 
organization structure and data environment - for 
example, add constraints to filter the results by a 
given property (user’s manager), tag (databases 
containing sensitive data), or a relationship to 
another entity type. 

● User Access Reviews
● Privileged Access Reviews
● Cloud Entitlement Reviews
● Enterprise Workflow Integrations (Data, 

Apps, Services)

Scope and 
schedule an 
access/ 
entitlement 
review

Send 
notifications to 
enterprise stack 
for operators to 
review and 
validate access 

Validate 
access  
changes 
take effect 
on systems

Deliver 
certification 
updates to 
enterprise apps 
via webhooks
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Managers and 
data owners 
approve or 
reject access

Optionally, utilize webhooks to automate actions 
and enable business processes in other enterprise 
apps. For example, remove access for inactive users 
by creating a service desk issue in ServiceNow on 
"reject" events.
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About Veza

Veza is the data security platform powered by authorization. Our platform is purpose-built for multi-cloud environments to help you 
use and share your data more safely. Veza makes it easy to dynamically visualize, understand and control who can and should take 
what action on what data. We organize authorization metadata across identity providers, data systems, cloud service providers, and 
applications — all to address the toughest data security challenges of the modern era. Founded in 2020, the company is remote-first 
and funded by top-tier venture capital firms including Accel Partners, Google Ventures, Norwest Venture Partners, and True Ventures. 
To learn more, please visit us at veza.com.
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    Veza Access Review Workflows Traditional governance solutions

Centralized SaaS platform Lift & shift from on-prem to cloud; 
time-consuming migrations

API-first integrations; agentless and 
proxyless

Agent-based; more on-prem overhead 
and downtime; slower deployment

Focused on securing data in the 
multi-cloud era

Focused on securing infrastructure and 
apps

Intuitive, consumer-like design Heavyweight enterprise user experience


