
Veza for GitHub
Simplifying access control and access governance 
for GitHub repositories

All organizations need to consider how to mitigate 
risk in each stage of the software development 
process, especially for cloud-based code repositories. 
Companies worldwide rely on GitHub to store, 
maintain and collaborate on source code for their 
business applications, alongside critical 
Infrastructure-as-Code (IaC) and sensitive 
configuration files. 

However, code repositories like GitHub are subject to 
various security challenges - from protecting 
intellectual property, reducing potential security risks 
from outsourced and offshore software teams, 
ensuring malicious code isn’t added surreptitiously, to 
simply making sure people who aren’t qualified aren’t 
committing changes. New repositories are often 
created on the fly by developers for collaboration and 
speed without much thought to security and least 
privilege. Furthermore, understanding the different 
tiers of privileged access your users and collaborators 
have within repositories is difficult - ultimately leaving 
gaps in your source code authorization controls.

Veza secures your GitHub deployment by 
empowering your risk/governance, trust, and security 
teams to understand and control authorization across 
all GitHub repositories, minimizing the risk of 
exposure to your code.

Meet Veza

Search-based access control and 
remediation for who can take what 
action on GitHub repositories

Choose Veza to secure access 
controls and permissions across 
GitHub repos 
Understanding who (humans, service accounts, 
services) can access and modify GitHub repositories is 
imperative to securing the intellectual property and 
integrity of your organization’s applications. Any user 
who can view, download, edit, and delete 
business-critical code is a potential security risk.

Like other enterprise data subsystems, GitHub 
Enterprise provides a robust authorization framework 
that enables administrators to leverage 
out-of-the-box and custom roles with specific 
permissions to control GitHub repository actions. 
Given the dynamic nature of developers worldwide 
and GitHub usage patterns, it’s very critical for 
organizations to maintain the highest order of 
secure access controls.

Veza empowers Security and DevOps teams to 
meet compliance requirements, minimize the 
attack surface, and confidently maintain code in 
GitHub, with:

● Full integration with Veza for cross-service search 
alongside other cloud data and identity 
providers

● Visibility into the true impact of user, group, and 
role provisioning across enterprise identities 
(Okta, Azure AD etc) on repository-level effective 
permissions within GitHub

● Assessments, alerts, and insights to uncover and 
mitigate repository exposure and risky access 
patterns

● Evidence for compliance and audits and through 
a simplified access review process across all 
repositories 
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Here are a few ways that Veza complements your GitHub deployment: 

Search & Discover

Visibility into every identity (users or service 
accounts from your identity provider) 
connected to a particular GitHub 
project/repository. 

Manage effective permissions (CRUD) from your 
identity provider (Okta, Azure AD, etc) 
to GitHub projects and repositories. 
For example, understand who can “merge” 
changes in a repo.

Search for all identities (people, service 
accounts) with merge permissions on critical 
Github repos using the Authorization Graph 
and continuously monitor risks resulting in 
compromising intellectual property.

Discover if critical Github branches are 
protected using branch protection rules and 
monitor deployment permissions before 
collaborators can push changes to a
branch in GitHub.
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Datashet

Compare & Correct
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See Violations (out-of-box and customer 
-defined) to discover and get alerted on a 
discrepancy in least privilege standards for 
GitHub - discover any account with privileges to 
a repository's default branch. Define 
organization-specific security violations and 
connect with SOAR and ITSM tools to establish 
actionable monitoring. For example,  create a 
rule to trigger notifications when new public 
Github repositories are created.

Monitor authorization changes with Rules and 
Alerts based on Veza's pre-built assessments or 
your own custom queries. For example, get a 
notification anytime a new outside collaborator 
is added to Github and identify if the account 
over-permissioned.

Perform permissions clean up on Github, utilize 
Veza’s real-time Search for code repos 
permissions given to users instead of the use of 
corporate security groups for role assignment.

Define & Control

Monitor merge permissions on production 
Github code repos and get least privilege 
insights into a potential compromise of 
intellectual property. 

Use Veza’s Authorization Graph to decide what 
permissions should be attached to new GitHub 
repositories based on current deployments and 
organizational policies. 

Collect authorization information using Search 
when completing a GitHub repository access 
request - What are the requestor’s permissions 
on other code repos?

Enhance your compliance and certification 
programs by completing faster access reviews 
on Github code repositories using Veza’s Access 
Review Workflows product – continuously 
certify the number of users with admin 
privileges on a repo and determine if outside 
collaborators should be removed.

View Reports to find dormant accounts - list 
Github users that have not been active for 90 
days.
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Three quick steps to get started
Veza for GitHub showcases the power of Veza’s Open 
Authorization API (OAA), which enables integration 
with cloud services, custom applications (loan 
management applications, customer service 
management, etc.), and data sources beyond the list 
of Veza’s out-of-box supported providers. Get started 
with Veza’s Open Authorization API with these
 simple steps: 

Connect to the GitHub API to extract 
authorization metadata across your 
organization’s repositories, members, 
roles, teams, and permissions.

1

Parse the authorization metadata to 
generate a JSON payload describing each 
resource, principal, and native permission, 
and bind local and federated identities to 
users, roles, and actions.

2

Publish authorization metadata to Veza and 
register the new GitHub organization as a 
data provider.

3

All you’ll need to do is authorize Veza for your GitHub 
organization and get an API token. The Open 
Authorization API will do the rest of the work and can 
be modified or used as a reference to create 
countless other on-prem or cloud-based data 
resources available to Veza.

© Copyright 2022 Veza, Inc.  All rights reserved

It’s as simple as that! If you’re interested in learning more about how 
Veza can work alongside many more enterprise data stores, see our 
integrations page at www.veza.com/platform/integrations. 

About Veza
Veza is the data security platform powered by authorization. Our platform is purpose-built for multi-cloud environments to help you use and 
share your data more safely. Veza makes it easy to dynamically visualize, understand and control who can and should take what action on what 
data. We organize authorization metadata across identity providers, data systems, cloud service providers, and applications — all to address the 
toughest data security challenges of the modern era. Founded in 2020, the company is remote-first and funded by top-tier venture capital firms 
including Accel Partners, Google Ventures, Norwest Venture Partners, and True Ventures. To learn more, please visit us at veza.com.

●  Follow us on GitHub

http://www.veza.com/platform/integrations
https://github.com/Veza

