
Veza: Delivering Data 
Security for Google Cloud 
Data security for Google Cloud powered by modern access 
governance, privileged access management, and cloud 
entitlements management

Data is fast migrating to modern services built for the 
enterprise cloud, and identity has expanded beyond 
just humans and authentication to include 
non-human service accounts and authorization. As a 
result, organizations are looking to answer “who can 
and should take what action, on what data?”  - related 
to their adoption of the Google Cloud (formerly 
Google Cloud Platform, or GCP) products.

Google Cloud continues to see rapid adoption, with 
more organizations either relying on it as their 
primary cloud provider or incorporating Google Cloud 
products (like BigQuery) and its marketplace 
offerings (like SAP and MongoDB) in a multi-cloud 
ecosystem. Google’s foundational role in zero trust 
and cloud security technology has made Google 
Cloud a popular choice for organizations to manage 
cloud infrastructure, data analytics, machine learning 
workloads, and more.

While popular and powerful, Google Cloud can be 
challenging to manage and configure correctly. 
Google Cloud IAM allows granular access and 
permissions to Google Cloud products. It uses a 
hierarchical approach to manage resources using 
projects, folders, and organizations that help 
customers restrict access levels using IAM policies 
and roles. In Google Cloud terminology, principals 
(users, groups, or service accounts) get access to roles 
and resources using IAM policies, which are 
composed of “bindings.” In this model, determining 
who can access a resource or service, reconciling 
overlapping layers of controls, and understanding the 
thousands of granular permissions available is a 
challenge. Any mistakes may leave your organization 
vulnerable to ransomware, data breaches, compliance 
fines, and lost customer trust.

Veza secures your Google Cloud deployment by 
empowering your teams to understand and manage 
access governance and cloud entitlements for your 
Google Cloud data and identities, no matter how they 
connect to your multi-cloud environment. Veza 
unravels the many layers of native Google Cloud IAM 

policies and access control structures (including local 
roles and local users), enabling you to manage access 
for any identity (human or non-human) in Google 
Cloud or elsewhere across your multi-cloud 
infrastructure - ensuring you are driving business 
insights based on high-quality, trustworthy, and 
secure data. 
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Challenges for Google Cloud 
customers
As with other Cloud IAMs, Google IAM policies can be 
complex - granting roles, defining memberships, 
setting policy conditions, and its resource 
hierarchically can make it exceptionally challenging to 
determine who—or what—has access to what data.

Key considerations and challenges faced by modern 
organizations deploying Google Cloud include:

● Visualizing users, services, roles, and apps that 
can access Google Cloud resources and 
document the layers of IAM controls enabling 
such access from the identity provider (e.g., Okta, 
Azure AD, et al.) to Google Cloud services and 
resources.

● Identifying effective permissions to data (Read PII 
data sets, modify storage buckets, change 
permissions, etc.)

● Continuously monitoring permissions and 
entitlements changes within Google Cloud to 
enforce least privilege.

● Performing data exposure vulnerability 
evaluations and investigating the blast radius of a 
cyber security incident to identify what Google 
Cloud data or services a compromised account 
had access to.



Search & Discover

Utilize real-time Search to explore and manage 
identity-centric authorization relationships in 
Google Cloud. For example, identify which Okta 
users can modify Google Cloud Storage buckets 
or which accounts can take action on sensitive 
data in BigQuery.

Audit identity-to-data entitlements in 
multi-cloud environments. For example, answer 
questions such as “which service accounts have 
access to Google Cloud Storage buckets with 
sensitive customer data?” 

to manage, understand and control authorization 
controls for any type of identity to resources within 
Google Cloud.

Organizations choose Veza to search, monitor, and 
remediate authorization controls by visualizing and 
taking action on the full scope of authorization across 
all federated users, Google managed accounts (Cloud 
Identity and Google Workspace), and data assets. 
Veza will save security, operations, and data owners 
time in compliance audits and data access request 
reviews, advance the state of cloud entitlement 
management and build confidence that zero trust 
controls are in place for critical Google Cloud 
resources and identities. 

Meet Veza for Google 
Cloud IAM and Data 
Security

How Veza Can Help
By providing a unified data model and powerful 
search tools to query and audit data authorization 
across cloud providers, Veza serves as a valuable tool  

Here are some of the ways Veza empowers you to manage your Google Cloud environment: 
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Support for Google Cloud products like Cloud 
Storage, BigQuery, Key Manager, Cloud Identity, 
IAM, etc.

Discover effective permissions showing the 
combined effect of all Google Cloud IAM 
policies (and policy conditions) for any 
enterprise identity.

Compare & Correct

Define data security posture Violations to flag 
and monitor access anomalies and best 
practice violations across your environment, 
such as highlighting dormant Google Cloud 
entities, identifying new policies, or tracking 
federated Okta users with write permissions to 
a Google Cloud dataset.

Create Rules to trigger alerts when privileges 
change within Google Cloud, with easy 
webhooks and email notifications configuration 
to integrate with ticketing systems and CI/CD 
processes. 

Use Recipes to resolve Violations with a preview 
for side effects: Visualize potential policy 
changes - "How does authorization change 
when I remove this user from a group?”.

Compare current data access within Google 
Cloud against historical records using the 
Authorization Graph and document the total 
impact of a cyber security event. 

Search and drill down into recent changes 
within Google Cloud using Query Builder 
(quickly see the difference between queries 
against different timestamps)
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Define & Control

Utilize Veza’s Access Review Workflows 
product for audit readiness and simplified 
compliance reviews, including tools to 
collaboratively and repeatedly certify granular 
authorization controls. Approve, reject, and 
certify Google Cloud roles and permissions for 
data resources like Google BigQuery.

Identify and map inline Google Cloud IAM 
policy bindings and their blast radius. For 
example,  find all bindings granting full admin 
access or locate Google Cloud users with delete 
permission in Google Cloud Storage buckets.

Compare existing permission relationships 
between Google Cloud resource manager and 
IAM policies, and decide what permissions 
should be attached to new deployments based 
on your organization’s current best practices.

Users with Delete 
permissions
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It’s as simple as that! If you’re interested in learning more 
about how Veza can work alongside your existing Google 
Cloud deployment to meet your data governance needs, 
check out our website at 
www.veza.com/platform/integrations. 

About Veza
Veza is the data security platform powered by authorization. Our platform is purpose-built for multi-cloud environments to help you use and 
share your data more safely. Veza makes it easy to dynamically visualize, understand and control who can and should take what action on what 
data. We organize authorization metadata across identity providers, data systems, cloud service providers, and applications — all to address the 
toughest data security challenges of the modern era. Founded in 2020, the company is remote-first and funded by top-tier venture capital firms 
including Accel Partners, Google Ventures, Norwest Venture Partners, and True Ventures. To learn more, please visit us at veza.com.

●  Sign up for a free trial 

Veza discovers Google Cloud products and managed accounts in Cloud Identity or 
Google Workspace using a read-only service account.

Getting Started 

Create a role for the service account (read-only) required for metadata 
discovery of users, groups, roles, policies, and any other resources you wish to discover. 1

Configure your Google Cloud project containing the service account to enable the 
Cloud Identity, Admin SDK, IAM, and BigQuery APIs. 2

Generate a service account key, and provide the credentials to configure the 
integration from the Veza Configurations panel.3

Discovery will begin automatically. Check Veza’s logs to monitor progress, 
and start reviewing the Entity Catalog, freshly-populated Dashboards, and Reports.4
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